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Project summary

There are several phenomena that can endanger our homes: burglary, gas leakage, fire, etc.
Although there exists some solution for the detection of each of these undesirable events
separately a network architecture is proposed which can provide a uniform, flexible and
scalable solution for monitoring the state of certain details of our homes.

Sensor nodes (or simply motes) are the latest and will be possibly one of the most significant
hardware components in monitoring and wireless applications. They can communicate with
each other using their transceivers usually on radio frequencies. Different devices can be
connected to each mote and the analog signals of these devices can be easily converted to
digital signals by the motes. Thus we can build a whole network using only the devices
necessary for our monitoring application. We can think of the network as a distributed
system where each node is replaceable, thus the network itself is not as vulnerable to
attacks as if each node were separated. The system can be scaled according to customer
needs, thus a system for average customers who wish to protect their homes or for
companies where security is an important concern can be designed easily.

A PC (Personal Computer) can be part of the network. Since it is important to have a
decentralized system the network should be able to run without this computer. However,
when the PC is online it can serve as a base station where the data collected by the motes
can be stored. The PC can also be used to update the software running on the motes and to
extend the functions of the motes. In the case of danger, it could perform preset functions ¢
e.g. send a notification to the owner, record images of the intruder, etc.

This project would result in a scalable monitoring system consisting of sensor network nodes
connected to a PC upon availability.

Project Description, Goals and Objectives

Sensor nodes (motes)

They are the smallest units of the proposed network. Their functions include receiving the
signals of the connected sensors, logging the data of the processed signals, intervention, and
sending the data to a PC if there is one available.



Since numerous brands of motes are available nowadays the first task is to determine which
of them possesses the best attributes to construct our system. A careful consideration of the
functions and prices of different motes is needed. The ease of implementation of the
relevant software also plays an important role in the selection of the hardware. Having made
a decision on what type of motes to use, the next step is to develop the software running on
the motes, which is responsible for local data processing and logging.

Detection of fire and gas leakage

The different sensors of the motes can be used to prevent fires and gas leakage. Besides the
obvious solutions like e.g. smoke detection by ionization or optical sensors it would be
worthwhile to examine other ways of prevention, and to create new algorithms which could
make the detection more reliable using the collective data of the sensors.

Burglar alarm

The existing solutions in burglar alarm systems today are too simple or too expensive for the
common man. Moreover, these solutions are not scalable and are usually wired, thus a
modification in these systems has a high cost.

The most common solutions detect the opening of doors or windows or detect motions
using infra red light. Here we can examine the same open questions as in the fire, gas
leakage detection section, thus new algorithms can be developed using the collected data of
the whole network to make the detection of a burglary more reliable. On demand cameras
can be installed in the system.

Security issues of the network

The most important question is how we can recognize if the integrity of the network has
been damaged i.e. when an unauthorized person tries to communicate with the motes, jams
their radio signals or physically damages the network. Although, the latter attacks can be
easily detected if the motes periodically send messages to each other indicating that they
are still dalive€, the security of the network should be also investigated.

Necessity of a PC

The PC can be taken into consideration only as the element of extensibility, the network
should not rely on it, since 24 hours availability and uptime a day cannot be expected from
the PC of a common household. However, since installing a PC can yield extended
functionality, in more serious environments it cannot be omitted from the system. Also
almost everyone has a PC at home, thus it is important to provide an interface between the
PC and the network.



The PC could be used to update the software of the motes, could log the data of the motes
and the motes could send their alarm messages using the resources of the PC (e.g. Internet).
The state of the network could be observed through the Internet.

Types of notification

The motes themselves should be able to call an alarm, but the network should also be
equipped with its own alarm mechanism. The common sound and light alerts can be used
locally at the motes, and can be sent through the entire network as a chain, indicating the
source of the alert. The motes could show the number of the node which called an alarm on
their own displays. When there is a PC in the system the PC could use email, text messages
and many other means to alert the owner of the house if anything suspicious should occur.

Summary

To summarize up, the proposed project is aimed at the development of new detection
algorithms, and the implementation of the existing methods for a novel architecture, for
which the hardware components are getting less and less expensive.



